Abstract-Threats to information security for healthcare information system increased tremendously. There are various factors contribute to information security threats, many researchers focused only to certain factors which interest them (e.g., virus attack). Certain factors which may be important remain unexplored. In addition, lack of tools and technologies directed to limited number of threats traced in healthcare system. Thus it introduces bias in threat analysis. This study explored the use of biological computational termed Genetic Algorithm (GAs) combined with Cox regression (CoRGA) in identifying a potential threat for healthcare system. The results show that variable described "misused of e-mail" is the major information security threats for healthcare system. Results were compared with manual analysis using the same data, and it is shows that GAs not just introducing new threats for healthcare system but it was similar with others threats proposed by previous researches.
INTRODUCTION
Healthcare Information systems (HIS) are exposed to numerous threats that can result in significant loss and damage to medical records. Threats exploit vulnerabilities for system and it will affect level of confidentiality, integrity and availability to health data. Various types of threats potentially occur recently. Virus, worm, spam and others are the common threats to healthcare system. Threats described earlier were reported by many studies restricted to a certain area i.e., network security threats. Very little studies performed threats analysis by considering various factors in information security. With conventional only small number of factors can be included in the risk analysis and this introduced bias. Researchers only perform a study to threats that they assumed give a big impact to healthcare system and other factors remain unexplored. This research try to use method called Genetic Algorithm combined with Cox Regression to identify potential security threats in healthcare system. This paper designed in six sections. The next section describes previous studies related to this research. Section III explains method used in this research and section IV presents result and analysis. Section V presents the discussion, followed by conclusion in section VI.
II. LITERATURE
Information security threats can be classified in three categories as below [11] [12] .
Environmental threats include natural disasters and other environmental conditions. Earthquake, fire, flood and storm are the example of natural disaster. The likelihood of a natural disaster affecting the organization will depend on its location of its information processing facilities and stored data. For example, a computer facility near bush land will be more likely to be affected by bushfire than one that is located in the city area. Failure of power supply is example of environmental condition threat, where uninterruptible power Supply equipment and back-up files and systems not available [1] .
Deliberate threats are those threats involve destruction or manipulation of data, software or hardware. These threats include denial of service, malicious code such as virus and worm, theft and fraud. Various vulnerabilities are identified to be the cause of this threat such as inadequate network management (resilience of routing), lack of firewall, not using the latest version of the operating system and lack of physical security [1] [2] .
Accidental threats relate to errors and omissions. Errors and omissions by employees or insiders are the main causes of information security problems.
A communications failure could be caused by accidental damage to network cabling, loss of network equipment such as routers or servers, software failure. Example of vulnerability which could lead to the incident is due to lack of redundancy and back-ups, inadequate network management, lack of planning and implementation of communications cabling or inadequate incident handling [2] .
Because of too many variables that can possibly occur as threats to computer system, it is useful to have an appropriate tool for threat analysis. This study identified most of Artificial Intelligence (AI) and Machine Learning (ML) tools were used as selection method for risk analysis in medical, health, engineering and Information and Communications Technology (ICT) area. Not much research was found applying AI and ML to perform risk analysis in information security.
One of the common methods in machine learning is known as Genetic Algorithms (GAs) [3] [4] . Genetic Algorithms was used to search for potential vulnerabilities for generating security profile in organization [3] . In that study, GAs was used to identified potential vulnerabilities and minimize the cost of the security technologies used to address the vulnerabilities. In other study, genetic algorithm was used to generate a minimal rule set which can detect intrusion signatures generalized from the previous activity. It is confirmed that GAs can be one of the variable selection technique that offers fast and accurate outcome [3] [4] [5] . It has also contributed a remarkable prediction success in various area of research and can generate a diverse set of possible structures in solving the problem.
The proportional hazards regression model, proposed by Cox (1972), is a well-recognized statistical technique for analyzing survival data. The Cox model has been used primarily in medical testing analysis, to model the effect of several explanatory variables on survival of patients. No other statistical technique better than Cox for analyzing survival data. However the use of Cox regression model in evaluating proportional hazards in information security is still new [6] . The aim of this study is to integrate Genetic Algorithm and Cox Proportional Hazard regression model in analyzing information security threats. In addition this study adopted method used for medical research term as survival analysis in healthcare information system.
III. METHOD
Adopted a follow-up study, this research collected data which consists of time when the healthcare system started and the first time it was reported corrupt. A study was carried out in one of the leading government supported hospital in Malaysia. The hospital has approximately 960 inpatient beds and provides 20 clinical disciplines. Moreover, the hospital has been designed, constructed and equipped for a Total Hospital Information System (THIS) environment. Furthermore, THIS is neatly designed into several modules that cover all aspects of a patient record from clinical to administrative applications. Several observations and interviews were held to gather detail information that lead to the identification of the threats in THIS. Over 50 potential factors contribute to threats in information system were recorded and it classified in 17 categories.
Genetic algorithm was developed as a support tool to permit all possible threats for information security to be considered for inclusion in the Cox regression model. In this research this method termed as CoRGA. A schematic diagram of CoRGA is shown in fig. 1 . CoRGA retrieves information from the dataset that is labelled as "1". It can be seen from Fig. 1 that the CoRGA procedure starts with an initial population randomly created in the genotype mode, which represents a set of variables, which are potential threats for information security (2) . The phenotype of the chromosomes is a group of variables retrieved the datasets (the datasets consists of potential threat for information security) (1). The objective function is then calculated for each chromosome. In CoRGA, the objective function is Cox regression. The combination of variables in the dataset is evaluated using this function and CoRGA generates the Akaike's Information Criterion (AIC) for each chromosome, or combination of variables, in the initial population (3). This value is used to measure the goodness of fit of the model and evaluate the chromosome. A ranking function (4) ranks the chromosomes according to their fitness function (the AIC value) value and the best parents, which have the smallest AIC value and contain potential predictive risk factors, are selected for reproduction. The selected chromosomes are replicated (5) according to the value of the generation gap in the intermediate generation. These chromosomes will undergo a process of crossover (6) and mutation (7) to produce new offspring. The new chromosome is sent to the Cox function for evaluation (9) and the best chromosomes are separated from the others. CoRGA uses the reinsertion operator to insert the best chromosomes into the new population and replaces the least fit chromosome from the previous generation with the new best chromosome or offspring (10) . If the new offspring is worse than the parent, then it is put in a separate array (11) , and the reinsertion function includes this chromosome in the new population for the future generation (10) . CoRGA runs iteratively until it reaches convergence or termination and the chromosome containing the predictive risk factors for mortality is printed in the output file (12) . CoRGA also calculates the coefficient and hazard ratio for each of the variables in the final chromosome. CoRGA was developed and implemented using the Matlab programming language and this toolbox contained the GA and Cox regression functions.
IV. RESULT
CoRGA were used to analyze the best single risk, three and five factors contribute to security threats in healthcare system. GAs were set to run with 100 generations and 50 genes in pool. Table 1 shows the descriptive characteristics of the variables selected by the GAs for one, three and five factors respectively. Columns 2 and 3 in Table I shows the variables selected by GAs for each size of chromosome and its generic vulnerabilities category and hazard ratios.
It can be seen from Table I the single factor reported outdated software increased hazard ratio (HR 1.12). The second result shows that three factors did not really contribute to information security threats to healthcare system i.e. (accidentally deletion or addition data by staff, misuse email by staff and failure to protect information by staff). GA s selected five factors revelation accidently classified data by staff (HR = 1.29) and obsolete network equipment associated (HR 1.27) to the increasing of security problem into healthcare system. Table II shows combination of 10 factors that contributed to security problems in healthcare system. It can be seen from the results that four variables produced hazard ratio above 1.0 (i.e. server air conditioning failure, wireless network not secured, slow responses of server due to high consumptions of bandwidth and revelation accidentally classified by staff). 
V. DISCUSSION
Genetic Algorithm selected factors that potentially major contribution to security problem in healthcare system. It can be seen from the result that healthcare system corrupted when the software used were outdated. It is widely accepted that software patches increase popularity. Patching system allows updating software through Internet. Inconsistency in software system is because of certain function perhaps expired and this will give inaccuracy in output. Healthcare system which consists of outdated version of software may create a big mass and it will effect daily medical operations. None of previous study explored the effect of outdated software in information security risks. This result merits for further research.
Another interesting finding showed in this research is unsecure wireless network increased security problem in healthcare system. This result supported by previous study [15] which reported that unsecure wireless network may cause network traffic and reduced processing time. Server air-conditioning failure due to power failure also reported as one of critical threat to healthcare system which produced hazard ratio more than 1.0. Similarly, previous studies also identified this threat is one of the most critical threats to HIS [13] [14] . According to [16] high temperature in computer system may cause interruption. Therefore it is important for ICT officer and decision maker for hospital to put serious attention in air-conditioning system particularly in the server room.
Besides that, acts of human error or failure threat also show high frequency of occurrence in healthcare systems. For instance, factor described staff accidentally reveled classified data threats to security problem in healthcare system. Therefore, further investigation were conducted with this factor and it shows that staff often revel data without their concern particularly when they dealing with vendor. This is an indirect way of information flow. Specific information security policy for data privacy is required to solve this issue.
All factors selected by GAs and analyzed by Cox model may help security professional in providing an appropriate security policy framework for healthcare system. Furthermore, the framework not only able to describe the threats in the security system, but also can provide durations of the system to be interrupted due to that selected threats. This can help decision maker either to renew the policy or replace with the new one.
VI. CONCLUSION
Although Genetic algorithms were applied as selection mechanism in many domains, yet never been used to select information security threats. This research confirmed that GAs can support threats analysis by expanding the searching domain. Survival analysis also can be applied in examining whether the system is securely running or stopped within certain period of time. The results confirmed Machine Learning system capable to select similar threats as reported by human. CoRGA introduced new factors that deserve for further investigation.
All factors reported in this research could help policy marker and decision maker to take further action in providing secure environment for healthcare system.
